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9.1 Platforms and
services

Sound & Vision strives to provide its
Designated Communities with access
to all legally permissible material:
media professionals, user groups in the
educational, heritage and academic
domain, and the general public.

A specialized Makers team supports
producers, directors, and researchers
in using archival material for
documentaries, series, and other
special media productions. In these
projects S&V assists with searching
for relevant footage and audio,
arranges the necessary licenses, and
manages requests for the digitization
of analogue material. They remain
involved throughout the entire
production process, from the first
request to the final delivery, and
ensure that all aspects of archival use
are well-coordinated, both practically
and in terms of content.

To support individual search by
users themselves, the MAM system

31 https://beeldengeluidopschool.nl/#/home

facilitates a series of search portals
to the catalogue and the collections
stored in the Digital Archive: the
Media Professionals Portal (MPP),
the General Public Portal (GPP), and
the educational platform (Sound and
Vision At School)®.

All access and re-use conditions are
communicated via these portals.
Depending on copyrights, licenses
and authorization, the user groups
may find, playout, order and/or re-use
material from the collections, each
via its own platform. The institute

has appropriate terms of use in place
for each portal in order to use the
portals, users will have to agree to
the applicable End User License
Agreements (EULAs) that specify their
rights and obligations.

Online collections attract more and
especially other users, with new
expectations and skills. The traditional
model of end-users ending up in

a central portal, shifts to a more-
dimensional model where you also
need to bring collections to users.
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9.1.1 User-driven access

Users are already somewhere ‘on the
web’, ready to be served: content and
desired user facilities are integrated
onsite. S&V has several initiatives,

each aiming to empower the user.

In a practical way; in social media
applications, on various mobile
platforms, in multimedia research
environments, in educational tools and
via programmable interfaces and APIs.

Researchers that want to conduct
innovative and data-intensive research
across collections from various
institutions, make use of the Media
Suite. Sound & Vision is one of the
partners in the CLARIAH (Common
Lab Research Infrastructure for the
Arts and Humanities) consortium?32.
This academic consortium consists
of more than 40 partners: in addition
to all the Dutch humanities research

institutions, university libraries, heritage

institutions, public organizations

and companies are also affiliated.

The primary goal of CLARIAH is to
develop a digital infrastructure. One
of the workpackages has resulted

in the Media Suite for AV-material,
whose services are being continuously
improved. The catalogue and the

collections stored in the Digital Archive

are accessible via this infrastructure.
The connection is made via
middleware that in future possibly will
be available for other outlets as well,
for instance for the new public portal
that is currently being developed.
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Also, the Sound & Vision Data
Platform??® offers access to several
datasets for reuse. A dataset, in this
context, is defined as a collection

of data and/or metadata, logically
grouped on source or content and
collectively described and published,
insofar as copyright restrictions allow.
The datasets are available to a wide
range of users, including developers,
researchers, and enthusiasts, with
the goal of improving discoverability,
contextualization, and engagement
with these collections. The platform
provides access to this information,
along with documentation and
examples of reuse. The datasets are
offered in various formats, including
linked data, data dumps, and via APIs
or Wikimedia Commons. The datasets
have also been published in the
national dataset register® of NDE.

The institute further presents
selected AV material on (inter)
national (educational or academic)
platforms such as EUScreen®®, and
Europeana®®, Oorlogsbronnen® and
Wikimedia Commons *8, with the
appropriate rights statement. For

the conditions and terms relating to
the actual use of the moving image
materials visitors are referred back to
the main portal. In addition, Sound &
Vision actively pursues and concludes
distribution deals with both national
and international partners, including
Getty Images, ANP and Videoland.
The material that is present on

the platforms of these distribution
channels is manually transferred. The
metadata is being mapped to the



specified schema'’s, such as EDM:
Europeana Data Model®.

The website Beeld & Geluid PeerTube*®
is an open media platform that offers
online access and options for re-

use under the CC licensing model.
Collection material that falls within the
public domain or is openly licensed
can be browsed through, downloaded
from this platform and remixed into
new works. This platform also provides
an API, making it easy to develop
auxiliary tools.

In addition to these portals, separate
platforms offer extensive context
information to the collections. An
examples of such a platforms is the
S&V Collection wiki®. Stories about the
collection are told on Tilt with regular
posts on topical items.

9.1.2 S§&V portals

Media Professional Portal

The Media Professionals Portal* (MPP)
provides restricted online access to
the Digital Archive (consultation and
viewing in low-resolution quality

and keyframes; online ordering and

32 https://beeldengeluid.nl/en/knowledge/
projects/clariah

33 https://data.beeldengeluid.nl/about

34 nhttps://datasetregister.netwerkdigitaalerfgoed.
nl/catalog.php?lang=nl&uri=http://data.
beeldengeluid.nl/id/datacatalog/0001

35 http://www.euscreen.eu

36 https://www.europeana.eu/portal/nl

37 https://www.oorlogsbronnen.nl

38 https://commons.wikimedia.org/

retrieving of high-resolution material)
for professional users in the media
domain. Before the connection can
be set up, the organization will be
added to the S&V's firewall rules and as
a result receive the restricted access.
The MPP is also accessible to the
general public who wish to search the
collection on-site at S&V at dedicated
terminals. Visitors receive a login code
and as they are ‘'within the institute’s
premises’ can preview all content,
based on a specific exception in Dutch
copyright law*?.

The MPP is available for tenants, to
search through their own collection.
They are provided with a login and
based on the organisation they get
access to the material that belongs to
the tenant.

General Public Portal

The General Public portal* (GPP) is an
online portal targeted at the general
public, where users can search the
collections without having to log in.
Users can play out only selected audio
and video sequences, for which the
rights holder has granted permission
to do so or that are in public domain.
The GPP consists of metadata from

39 https://pro.europeana.eu/page/edm-
documentation

40 Nhttps://peertube.beeldengeluid.nl/

41 nttps://wiki.beeldengeluid.nl/index.php/
Hoofdpagina

42 https://www.beeldengeluid.nl/collectie/
collectie-voor-makers-en-professionals

43  Artikel 15h Auteurswet

44 nhttps://zoeken.beeldengeluid.nl/
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AV assets in the Digital Archive that
have been released for this Designated
Community; by default these settings
are set per tennant, per ingestflow.
Work is currently underway on a

new public portal ("de Schatkamer”),
which will allow more content to be
played, based on an agreement that
utilizes the possibilities of European
out-of-commerce regulations, in
addition to renewed agreements with
broadcasters and third party rights
holders regarding

licensing possibilities.

Educational Media Platform

A dedicated Educational Media
Platform (Sound & Vision At School)*®
offers central integrated access for all
levels of education, from primary to
university. This educational platform
provides source material for end users
(teachers and students) that can be
edited, structured and contextualized
in educational settings. S&V clusters
and thematises the material on offer.
Metadata for the entire collection

is searchable, and a large selection
(approximately 100,000 assets) can
be viewed, retrieved and used, by
logged-in users. Authentication

is handled through the Dutch
educational organizations SURFnet
(the IT cooperative of education and
research) and Kennisnet (ICT support
organization for schools).

Material from the collections can

be shared via this platform and
embedded in external educational
environments (educational catalogues
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and applications). The metadata can
be included in a local catalogue, using
the OAI-PMH protocol.

9.2 Search and
discovery

The portals mentioned above are
connected to the same multimedia
catalogue through APIs (Application
Programming Interfaces). A search
engine is provided, as well as ordering
and delivery services. The MAM system
logs all search behaviour on the
portals in order to enable accessibility
and search ability for the Designated
Communities to be analysed and
enhanced.

9.2.1 Metadata

The Digital Archive's catalogue in

the MAM-system is the starting

point for all collection access. The
underlying metadata model has
similarities with the IFLA’s (International
Federation of Library Associations)
FRBR?*® (Functional Requirements for
Bibliographic Records) model, and
allows for the layered identification

of content. It links different levels of
digital productions (program, series,
season, item, time-coded metadata) to
catalogue descriptions and information
on the analogue and/or digital carrier.



MAM Entity

Season

[tem

\

Logtrack item

Role EBUCore Equivalent

Editorial
di orl'a Collection (series)

grouping
Editorial

I or!a Collection (Season)
grouping
Editorial EditorialObject
object (Program/Episode)
Playout EditorialObject
grouping (Compilation Package)

Instantiation +
Holds media

Resource
Timecoded

Segment/Annotation
metadata 9

Fig. 16: Metadata model with reference to EBUcore

In this model the program corresponds
to the expression in the FRBR-
standard. The work is not modelled

as an entity; programs belonging to
the same work can be grouped via a
thesaurus attribute. The item relates
to the digital manifestation of the
program. For an analogue carrier a so-
called placeholder is created at item-
level. The FRBR items are managed in
the file management system; not in
the catalogue.

45 nhttps://beeldengeluidopschool.nl/#/home

The figure shows a reference to the
EBUCore equivalent. EBUCore* is a set
of metadata that has been identified

as being the minimum information
needed to describe radio and television
content. The core set of metadata
presented in EBUCore is compatible
with Dublin Core®®; the generic
standard of fifteen basic elements that
describe the essence of a resource.
The EBUCore is recommended when
describing and providing access to
audiovisual content.

46 IFLA FRBR model: https://www.ifla.org/publications/functional-requirements-for-bibliographic-records

47 nhttps://tech.ebu.ch/docs/tech/tech3293.pdf

48 Nhttps://www.dublincore.org/resources/metadata-basics
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Descriptive and administrative
metadata from the public broadcast
production environment are pulled
from the source systems and mapped
directly into the Sound and Vision
data model. The metadata associated
with other structural influxes is also
imported via standardized mapping
workflows. Automated checks and
monitoring mechanisms, guarantee
the quality and completeness of the
metadata during every ingest including
rejection criteria for metadata, as well
as a workflow for repairing, logging
and documenting errors.

Next to these custom ingest flows a
General Metadata Importer is used.
Some new flows of structural influx
are supported by this tool. Metadata
that comes with digitised content or
one-off acquisitions is also handled
this way.

The metadata schema of the MAM
system serves as the basis for
publishing metadata on S&V's own
search portals. It is used in a slightly
simplified form to allow for the
efficient configuration of the search
engines. Additionally, a subset of the
internal metadata model is typically
mapped to other schemas, to be
published on other platforms. This
includes a mapping to Schema.org®,
a standard that has elaborated on
the structural metadata for a creative
work such as a TV-series. With this
mapping in place, the metadata can
be easily interpreted and programs
become findable for others who use
this vocabulary. The connection with
additional metadata also opens up
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opportunities to improve search results
for our users and to offer
additional context.

The level of detail of descriptive
metadata varies over time. As a rule,
more extensive manual descriptions
were provided in the past when
selection was limited. With the
automation of ingest, there was
greater reliance on the (formal) source
data. With the arrival of annotation
techniques, the metadata for certain
parts of the ingested material has
become richer once again. Tagging
techniques such as speaker labelling
and facial recognition automatically
add timecoded persons thesaurus
labels to the descriptive metadata in
the catalogue of a selection of daily
ingested radio and tv programs based
on genre-criteria. In selected cases
the ingested metadata are enriched
and contextualized manually. These
metadatafractures®® receive special
attention from S&V, to manage
expectations regarding findability
and curation.

9.2.2 Thesaurus and identifiers

The common thesaurus for
audio-visual archives, the GTAA
(Gemeenschappelijke Thesaurus
Audiovisuele Archieven), is an essential
tool for indexing content. The GTAA
structures the relationship between
words and concepts and connects
disparate parts of the collection. It
supports both media managers and
users in creating consistency between
different spellings of keywords,



locations and names while assigning
subject headings and keywords or
while searching. It also enables S&V
to enhance the automatic indexing
applications, thus ensuring the quality
and consistency of descriptions
throughout the catalogue. The GTAA
is available as linked open data to
other audiovisual archives and heritage
institutions via the NDE Network

of Terms®. This is a search engine

for terms based on shared thesauri,
classification systems, and reference
lists. This engine makes it possible

for heritage institutions across the
Netherlands to use the GTAA to
describe their collections. It is created
in collaboration within the Digital
Heritage Network, and is managed and
maintained by the Cultural Heritage
Agency of the Netherlands.

The Digital Archive provides internal
identifiers, which are maintained to be
internally unique and persistent.

Persistent Identifiers, are a formal
defined attribute category in S&V's
Preservation Metadata Dictionary

2.0. S&V has selected the URN:NBN
system for these PIDs that guarantees
that handles are globally unique and
can be resolved on the Internet®.
The PID is automatically assigned to
archive objects (program level) for
which the metadata (not necessarily

49 https://beeldengeluid.github.io/beng-lod-ontospy
50 https://data.beeldengeluid.nl/showcases/data-fractures

the stream) is shared on the public
portal (GPP). This way each PID

can refer to/be resolved to a single
location, accessible to everyone. If a
program has to be removed from the
GPP, the PID will redirect to a standard
explanation stating that the program
has been depublished for

specific reasons.

9.3 Copyright and
licensing

S&V ensures, to the extent possible,
that data are preserved, curated,
accessed and used in compliance with
legislation, contractual agreements
and ethical norms. Specialized staff
has been organised in a separate Legal
department. They are appointed to
focus on collection access policies
(including privacy and ethical matters)
and Intellectual Property Right (IPR)
issues and to draft or review all
copyright-related contracts entered
into by S&V.

In the event that material (metadata or
files) has been published on a portal
incorrectly or if S&V has otherwise
acted inconsistently with the rights,
this is considered a data leak. S&V

has a security incident procedure in
place which conforms to ISO 27003

51 Common thesaurus AV-archives: http://gtaa.beeldengeluid.nl/

52 https://termennetwerk.netwerkdigitaalerfgoed.nl/en

53 example: URN:NBN:NL:IN:20-PGMTV2002009481 will be resolved via https://persistent-identifier.nl/ to the

GPP landingspage
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standards, to handle these situations.
In order to sensitize the employees

to copyright matters and instill an
understanding of, and compliance with
copyright law, contractual agreements,
and ethical and privacy sensitivities,
the staff provide internal copyright
instructions.

Information on the conditions for the
use and re-use of the collections, on
copyright issues and on the valid codes
of user conduct is available on all
portals. S&V does not actively monitor
compliance by third parties and the
institute’'s general terms and conditions
do not provide for measures if they

are not complied with: in such cases
the conditions refer to Dutch law and
the Dutch civil courts. If a user fails to
comply, the original rights holder will
be contacted by S&V. The rights holder
will be informed and will have the final
say in how to respond to

the infringement.

9.3.1 Copyright and the need
for clearance

There are four types of current
contracts with data producers
regarding copyrights and the need for
clearance:
1. The Archive Agreements with NPO
and CMO’s,

2. the service agreement with
NPO and the collective public
broadcasters, which is updated
and renewed annually,
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3. service agreements with tenants
(commercial archiving services),

4. and donation agreements.
Preservation actions by S&V are
permitted by the agreements for
all materials. However, publishing
content and disseminating content for
reuse is only regulated (if at all) under
specific circumstances, for restricted
usergroups. Outside of those, these
actions will need to be agreed upon
with the individual data producers.

Data producers can choose to

transfer their copyrights to S&V at the
moment the material is transferred.

In the case of donations this happens
occasionally; in service agreements
generally copyrights are not
transferred. More often data producers
broaden the permission for Sound &
Vision by allowing play-out and/or re-
use under circumstances. For this, they
issue licenses to S&V ranging from very
specific to generous release. These
license clauses are documented in the
metadata of the individual program(s).

In some cases data producers do not
own all copyrights (or neighbouring
rights) to (archive)material. If this is
the case, dataproducers are asked to
inform S&V of any third party rights
owners they are aware of, so this
information can be added to the
metadata and taken into account
when clearing the content. In case of
transfer of rights, S&V is liable for any
infringements of third-party rights that
the data producer was unaware of at
the time of copyright transfer.



As S&V came about as a result

of several mergers of different
government and other types of
archives, there are a great number

of legacy contracts between S&V's
predecessors and data producers of
those times. Specialized staff from the
S&V Legal department, spend time
researching these contracts in order
to establish whether copyrights were
transferred or licenses granted to S&V's
predecessors and whether there might
be any third party rights that need to
be taken into account. Sometimes

to solve a current issue, sometimes
focused on a specific collection.

Any outcomes of this research are
added to the IPR information in the
catalogue. Updates of information
on makers, contracts and copyrights
are logged. Copyright information

is made accessible in the IPR table
within the catalogued metadata for
each individual asset (at collection,
programme, sequence and item level)
and, if available, contracts containing
rights metadata are uploaded to the
applicable catalogue entry in the
system.

Most of S&V's audio-visual collections
are thus still protected by copyrighted,
and these rights must be cleared
before publishing or delivering the
materials for reuse. Sequences

and whole programmes can only

be published, viewed or re-used
according to what is specified in the
licensing clauses of the agreement
with the data producer.

A final point regarding the publication
of metadata: If content publication

is allowed, then its metadata can
implicitly be published as well, as it

is essential to be able to search for
and find specific content. However,
the publication of metadata becomes
a subject for discussion as its
relationship with content discovery
weakens. For this reason, Sound &
Vision has made agreements (with
the NPO) on which metadata may be
published as open data.

9.3.2 Licensing and
blocking rules

The MPP portal is equipped with an
integrated licensing module which can
be used by the media professionals or
persons of the S&V customer service
team for the clearing on request, for
re-use. The licensing module stores
all contracts (License agreements) as
records in the MAM-system.

Public broadcasters, the largest group
of data producers/rights holders and
data consumers of the Digital Archive,
provide licenses to each other for the
re-use of all programme materials
they own the rights to, via this module.
In general the requests are checked
whether the material belongs to the
broadcaster itself; in that case no
license is needed. Also, for some
programmes (that have high current
value) broadcasters have agreed to
share material without a license (only
financial settlement afterwards). All
the same, a broadcaster may indicate
in advance for a certain program that
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they always want to see and review
any request for this material; in that
case a license is always needed. Sound
& Vision functions as a gateway, where
all transactions are registered. By
providing the appropriate intermediate
services, S&V aims to both enable the
use of materials and secure the proper
financial benefits for rights holders,

as well as recording the conditions as
agreed upon.

When a third party (non public
broadcaster) is involved as requestor
or rights holder, S&V will function as
intermediary in the licensing process.
S&V makes sure both parties agree
on costs and other conditions in

the license agreement. Unless the
rightsholder has appointed S&V as
their representative for the licensing
of their content, S&V will contact the
rightsholder. The license is signed by
the requestor and by the rightsholder
(or by S&V as the data producer’s
representative), via the S&V licensing
module and with the help of a S&V
customer service.

Prohibition rules

S&V applies a protocol regarding
requests for the blocking of broadcast
materials and the settlements

thereof. General rules are included

in the agreements with the public
broadcasters. Rights holders of
broadcast materials can request
restriction of re-use via a special form
on the Media Professionals Platform.
Other data producers will highlight
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any content that should be restricted
in the donation agreement with S&V
leading to the proper restriction
being implemented upon entering
the catalogue. These restrictions can
mean that a license check is enforced
(see above) or that material is blocked.
Blocked material cannot be ordered
or re-used in the MPP/GPP. In special
circumstances also the browse
preview-file can be removed from
the MPP. Or, even going further, the
program can be completely hidden
from MPP/GPP-search.

If requested (because of e.g. portrait
rights/privacy law) it is also possible to
anonymize personal data. The Privacy
Officer processes these requests. A
workflow is established to record the
outcome of the request and share this
with metadata management, so they
can anonymize data when needed.
The essence remains unaltered. In case
of doubt, the DPO (Data Protection
Officer) may be approached. If the
request also involves blocking content
(not only anonymize metadata), S&V
will contact the rights holder to see if
they are willing to request for a block.

For its legacy collections (copyrights
with S&V or unknown) that might or
might not be in the public domain,
S&V has created a separate registration
with regard to sensitive content,

based on privacy and/or ethical
grounds. As above, blocked material
cannot be ordered or re-used in the
MPP/GPP. And (as above) in special
circumstances also the viewing option



can be removed from the MPP, or the
program can be completely hidden
from MPP/GPP-search.

Any material designated as “license
required” will be checked for suitability
for viewing within the catalogue

and any request for reuse of this
material will be checked for context
by customer service and/or the Legal
department. This is particular relevant
for material in public domain, and
material that is requested by a S&V-
account, being “own” material.

9.3.3 Terms of use

The public has access to metadata of
the collections via the online catalogue
on the General Public Portal (GPP),
where they are permitted to play
footage and sound that is in the public
domain, or that have been explicitly
released by the rights holders. For

the Media Professional Portal (MPP),
any individual media professional

may request a personal account with
specific rights. Based on these rights,
the user can browse, preview, request/
grant a license and download material.
The specific terms of use (EULA) aimed
at designated users®* (MPP) or the
general public®® (GPP) can be found on
both portals.

54 userconditions and terms of service

55 https://zoeken.beeldengeluid.nl/licenses

56 Nhttps://www.beeldengeluid.nl/collectie

57 http://www.beeldengeluid.nl/auteursrechten

In case a user has any questions,
contact details for the S&V customer
service department are available on
the portals as well. If needed, S&V
customer service will consult the S&V
legal department before answering

a question.

The website of Sound & Vision has a
section containing general information
on the conditions and instructions for
the usage of audio-visual material,
including how to contact the customer
service regarding more complicated
copyright issues and requests>®.
Specific information on AV copyright
requlation is also made available to
users in the AV heritage domain and
the creative industry, to enable these
Designated Communities to determine
whether their intended usage is
appropriate and permitted®”.

Where appropriate, Sound & Vision
further makes use of the standard
licensing model by Creative
Commons, which allows re-use of
material as long as the user complies
with the conditions stated in the
applicable Creative Commons license.
A pop up will be shown when material
on GPP/MPP is licensed under CC a
specific Creative Commons license.
This pop up contains a link to the
definition of the applicable license on
the Creative Commons website, where
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the terms and conditions of the license
are explained. The user then has to
agree to comply with the license and
will then be able to download the
material. If the user cannot comply
with the terms and conditions of

the Creative Commons license, the
user will be referred to the licensing
procedure for the material from the
pop-up. For the GPP this means that
the user can create an account and
send a form to the customer service
to apply for a license. For the MPP
the user will have to obtain a license
through the standard procedure that
applies to all material that is available
for licensing via the licensing module.

As regards Sound and Vision At School,
S&V's, integrated audio-visual portal
for primary, lower, middle and senior
secondary schools, information on all
the aspects of access and usage and
the codes of conduct, can be found in
the General Conditions on the site®®.

The use of material that is published
on external platforms (MediaSuite,
Peertube, Europeana) is governed by
the tems and conditions of the portal.
S&V makes sure that the permitted re-
use is stated with each program (using
a creative commons license).
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58 https://beeldengeluidopschool.nl/#/algemene-voorwaarden
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Technical
Infrastructure

Secure services at the core of the digital archive




10.1 ThelT
environment

At the core of S&V's primary and
secondary business processes lies an
advanced technological infrastructure
that enables the ingestion and
sustainable storage of, access to

and exchange of all the S&V's digital
materials and all supporting tasks and
secondary activities. Sound & Vision is
fully responsible for maintaining the
infrastructure necessary for preserving
the Digital Archive. The organization
ensures that this infrastructure
complies with professional quality
requirements in terms of availability,
operational reliability and security.

Rules and regulations regarding IT
systems, standards and procedures are
clearly defined and apply to the entire
IT environment. Because of the scope
and complexity of the IT infrastructure
and the fact that it is constantly
changing as a result of developments
inside and outside the organization, all
IT activities are centralized.

S&V distinguishes four
application groups:
1. Business-critical applications,

considered critical to the
Digital Archive’'s core business
(media asset management,
catalogue management,
thesaurus management, storage
management and metadata and
file import applications).

2. Dissemination applications, used
by S&V staff to provide access to
archive content and by external
users to access content (search
and order processing systems,
educational and museum portals,
access portals for researchers
and access portals for the
general public).

3. Office applications, used by S&V
staff (office applications, ticketing
systems, personnel management,
email and document
management, internet).

4. External applications, social media
to provide access to archival
content, not managed by the S&V
(for example YouTube).
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The institute has divided its technical
infrastructure, so that the business-
critical processes are managed in a
separate environment, referred to as
the 'Production environment’. New
IT concepts are created in the Sound
& Vision Development Environment.
These products have an alpha or beta
status and cannot simply be put into
use in the Production Environment.
They are therefore tested for
functionality and correct operation in
the so called Acceptance or Staging
Environment, as are products that are
provided for by external suppliers.

Another environment, the Museum
environment, manages the group of
systems that facilitate exhibitions and
activities in the S&V museum.

The Office environment, with its office
applications and facility systems,
supports all these processes. The S&V
websites and portals are managed in
the Hosting environment.

For almost all environments, SaaS is an
integral part of the infrastructure. Only
for the production environment does
it (currently) hold true that all software
and data run on-premises. The new
public portal will utilize mezzanines of
archive content to offer a streaming
service via an Amazon Web Services
(AWS), based on Content Delivery
Network (CND), fully operating in the
cloud. This new service will be part of
the Hosting environment.

The introduction of Kubernetes as the

infrastructure for our Service Layer,
the possibility to scale up our on-
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premises resources to the cloud for
peak traffic (hybrid cloud approach)
has been introduced. The service layer
acts as middleware between the MAM
and the portal(s) to implement search
indexes, metadata interfaces (OAI-
PMH), and business logic. While it is
not a production component of the
core digital archive itself, it is essential
for providing access to our target
audiences. Further in the future, it is
conceivable that laaS will be used for
disaster recovery, including a backup
of archive material

Portals

Hybl’id @ Cloud
Platform

® On-prem
Archive @® Disc
Storage ® LTO tape

Fig. 17: Layered infrastructure



The various IT environments serve
both employees and groups of external
users (Designated Communities). The
services are based on different types of
agreements, both with external users
and with the suppliers of the systems
and applications. S&V's network
infrastructure and the connected
network equipment are essential to
make the IT services available inside
and outside the organization.
The network consists of the
following components:
® The back end (i.e. the core
network components, such as the
routers and firewall);

® The cabling between the back and
front end;

® The front-end (switches) and
WiFi access points. S&V
provides the possibility of a VPN
connection to allow internal
and external users to access the
internal network.

10.2 Workflows
and Media Asset
Management

At the heart of the Production
environment is the MAM system
DAAN (Digital Audio-visual Archive

of the Netherlands), a proven VizOne
product supplied by VizRT. The
standard functionalities of VizOne
have been substantially supplemented
with a number of functions

tailored to the S&V's preservation
functions. Additional modules for
import, workflow management, IPR
management and quality control have
been installed. Storage and access to
the source files is controlled by the
Archive management system, which
acts as a ‘go-between’ between the
MAM system and the actual storage
units, including the tape libraries.

All files and metadata — from any
source — are ingested into the

MAM system through standardized
workflows, managed by the workflow
system MAYAM Tasks. Automated
checks and monitoring mechanisms,
together with QC-software (BATON)
guarantee both the quality and the
completeness of the files and the
metadata, during every ingestion.

For broadcast material the integrity of
metadata is also detected after updates
that are automatically performed from
various sources as new descriptive
metadata become available at set
times after broadcasting. New versions
of a programme (re-offered by the
broadcaster after small corrections
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have been made) will be detected and
the files will be added to the original
entry. The older versions will be
blocked from the portals.

For al workflows the MAM system has
rejection criteria for metadata built in
(such as mandatory fields), as well as

a workflow for repairing, logging and

documenting errors.

In the rare case that a file needs to be
repaired, the new version is regarded a
new ingest with the archive date reset.
A remark will be made that points to
the archive date of the original.

In addition, there is a Physical Asset
Management System (PAM) in place
that holds information about the
analogue AV carriers in the collection
(film, video, audio). An interface
between PAM and DAAN has been built
to facilitate that technical properties

of the analogue material are shown

in DAAN.

The systems are directly connected
to the Digital Provision (DDV), the
central infrastructure of the broadcast
production environment. Separate
additional import facilities for files
and metadata are in place for radio,
music recordings broadcasters and a
few tenants. On top of that a Generic
Importer is available for all

other material.

To digitize material, a digitization batch
must be created in the MAM system.
Each batch is linked to a project.
Within the project, it is defined for
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which user group the digitization is
intended and to which tape group the
material must go. This batch is picked
up by a workflow manager application
(using separate workflows for audio,
video, and film). The workflow tracks
the status per carrier through the
different phases: digitization, audio,
synchronization, and quality control
(QC), leading to the final product. The
files (wav, mxf or dpx+wav+mxf) are
automatically ingested via the Generic
Importer along with an XML file
containing all technical data.

The MAM system directs all ingestion
workflows and is responsible for the
management of the metadata. A
thesaurus system supports the index
and search processes.

Metadata about the provenance

of ingested items, along with the
descriptive metadata and technical
metadata on the files/carriers is
captured, along with references to the
source system and a source ID. The
date of ingestion is shown in the ingest
task and as creation date of the item.
The route of ingestion can be derived
from the project for all files ingested
via pre-ingest or digitization. For
automated flows the tasklist indicates
which flow the file went through. The
QC profile is visible both in the QC
task and at item level in the field Baton
profile used. The archive management
system DivArchive logs and stores
basic provenance data with the AV-file,
such as creation date.

By way of a three lettercode, data
producers are identified in the



various ingestion workflows, and a
unique internal id is generated by

the MAM-system and passed on

to the Media asset management
system, establishing a link between
metadata and files. The process of
extracting and recording technical file
characteristics will ensure that all files
can be searched for and analysed on
these characteristics. The output of
all processes is logged and structured
in the MAM-system database and as
such can be used as an overview of
the life cycle of the files from ingestion
through to storage and access.

10.3 Storage
management

Files arrive on a disk cache where

the MAM-system applies basic
business rules to determine what
storage location is appropriate. This
can be either a specific disk or the
tape storage. The business rules use
technical criteria (resolution) as well as
file type to determine the appropriate
storage location.

Digital archive masters are stored
primarily on LTO tape. S&V employs
DivArchive (a Telestream product) as
archive management system for the
tape storage. Tapes are loaded into
a tape robot. The administration of
master files takes place in DivArchive
(DIVA), which is responsible for
ingestion, integrity monitoring,
copying actions, access, logging,

management of tape groups (three
lettercodes), the allocation of
resources, partial restores and checks
on the location of the stored files. The
storage management system is owned
and managed by Sound & Vision.

Files are recorded on tape in AXF
(Archive Exchange Format), an open
standard for exchange between
storage systems. AXF offers space for a
limited set of metadata, such as the file
name, archive date and objectname.
Each ingest flow is recorded onto

its own tape group. This is done to
ensure maximum control over the
storage policy for each tenant or
collection source. Using the MAM
system, staff are also able to check
whether ingestion has succeeded and
is complete. If manual intervention is
required, tasks can be created in the
system to correct errors.

Storage plan

The storage management system
DivArchive, is responsible for creating
copies according to the applicable
storage plan, and ensuring that these
are identical to the primary archival
copy. A disk cache has been created to
enable recently ingested material to be
delivered faster (on a temporary basis)
than is possible from tape. Files that
arrive on the disk cache can only be
removed after at least one successful
copy has been made on tape. This
process includes a check that copies
have been produced in time. The
underlying principle is that, as soon

as resources become available, the
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copy is created as quickly as possible
following ingestion. Recovery is
necessary whenever a tape fails to
work (it may occure that a tape is no
longer readable during a migration
action, for example, or when an order
is received). The copy can then be
retrieved for restore.

Storage plans depend on the
preservation level agreed with the
depositor/data producer and/or the
appraisal of the collection that justifies
specific extra copies or locations.

As soon as the ingestion process

has been successfully completed,
responsibility for the master files is
accepted by the Digital Archive, and
the predetermined storage plan.

Storage media

In response to errors on reading or
writing files on a tape, operators

will change bad tapes for new ones.

In order to prevent this as much as
possible, the quality of the tapes and
the tape drives of the tape robots is
proactively monitored. To do this, the
software tool called Tape Analytics’
from Oracle is used. By means of

a process that takes place in the
background, tapes are scanned for
signal quality and degradation in order
to prevent the development of bit rot.
The application notifies the storage
manager if it is necessary to replace a
medium. After all, Diva can signal that a
file no longer matches the checksum,
but in the exceptional case that tape
copies are not readable, a data loss is
inevitable. The tape analytics process
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proactively guarantees that (for the
tape robots on the Mediapark) this
cannot occur.

Some digital archive masters are
stored on disc, instead of tape. On
these systems the technique of Erasure
Coding is active. This is a method

of data protection in which data is
broken into fragments, expanded and
encoded with redundant data pieces,
and stored across a set of different
locations or storage media. By this
technique redundancy as well as file
integrity are being monitored.

Tape migration

Every five to seven years all data tapes
are rewritten to a new generation of
LTO. A migration plan is drawn up

for this process, which is monitored
by the Preservation Board. The plan
also includes an estimate of future
volumes. This planning is carried

out to ensure that the capacity and
performance of the storage facility
remains sufficient for storage in the
period between migrations.
Depending on the state of technology,
it is possible to opt to skip an LTO
version number. The migration of the
tapes is carried out within the archive
management system, with checks
carried out, based on checksums, that
files have been correctly copied or that
all the files eligible for migration have
actually been included and the correct
backup policy has been implemented.
These actions are logged by the
archive management system. This
process metadata (category: ‘events’),



when three months old, is preserved
in a separate data warehouse. The
Digital Archive has already performed
multiple migrations of the OAIS type
‘refreshment’ on the LTO tape storage
media and file servers.

Retention

Files can only be permanently
removed from the Digital Archive by
deleting complete tapes. In all other
cases the files can only be discarded
by not including them in a subsequent
migration. Authorized persons carry
out these delete operations. A rollback
(i.e. retrieval of a removed file) is
possible in emergency situations,

on condition the tape has not been
deleted and no migration has taken
place in the meantime. To find the
correct location of the removed file
the event table (see above) is used.

10.4 Backup and
disaster recovery

The frequency of backups and
recovery times are determined for
each IT environment. All vital datasets
within the various IT environments
have been identified and located. The
entire production environment has

a daily backup schedule. From other
environments only the essential data is
backuped. The nightly backup includes
all the database files that contain the
catalogued metadata of the MAM-
system. In the event of data loss or
database defects, backup copies can

be restored.

The backup procedures are managed
by the backup system called Rubrik.
This process is strictly monitored. In
case of a deviation, an alarm goes off
(e.g., if the backup failed).

Policy prescribes that backup restore
tests are performed regularly,

to ascertain that the Production
environment can be fully restored

in case of emergency. The stored
checksum information is used to
check that backup copies are identical
and files have been copied properly.
These recovery tests take place in a
separate Acceptance environment,

in order not to disrupt the ingestion,
storage and access processes in the
Production environment.

Disc management

Files that are kept on file servers are
mirrored; in order to have two copies
of these archival masters too, like

on tape. The mirrorrule is processed
at ingest per item. This concerns

still images, low-resolution AV files,
and text files that are not stored on
tape due to the small size of the

files; the file management system

for the tapes is not designed for this.
Monthly, the influx of masterfiles and
proxy’'s on disc (mp4, mp3, tiff, and
pdf) files is archived as objects in

Diva; this also includes the low-res/
small files belonging to the archive
masters, which are stored on Diva.
Retroactively, the legacy data on these
servers is also being archived in Diva in
this manner.
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Browse files of all preservation masters
are also stored on disc and mirrored.
The aim of these mirrored copies is

to reduce costs if, in the event of the
loss of the proxy files, transcoding has
to be started all over again from the
MXEF. In other words, the backup is not
intended to guard against the possible
loss of objects themselves, as is the
case with the preservation masters.

Storage (petabyte)

20

DR TL1 TL2

Legend:
W Film
M Video
B Audio

DR=disaster recovery,

TL1 and TL2 =production tape library Hilversum

Fig. 18: Storage volumes per medium (2026)
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Offsite disaster recovery

A disaster recovery approach is used
to spread the geographical risk. Most
storage plans define two copies, each
on a different location. A second tape
robot is placed with a professional
commercial partner at the Media
Park. A third tape robot has been
implemented, situated at a secure
distance. This third location functions
primarily as a disaster recovery
facility for the S&V's Production
environment. Two key parts of the
collection (digitized film and public
broadcast video) have a copy stored
in this facility. Also, the database of
the storage management system and
the database of the MAM-system are
copied to this tape robot every night.

10.5 Security

Sound & Vision's Security policy®®
establishes which security measures
and procedures are implemented to
secure the entire digital infrastructure
against all (deliberate or unintentional)
internal and external threats, human
error and incompetence, and
deliberate sabotage. As a derivation of
the themes that, according to OAIS,
require security, S&V has structured its
security policy into several topics. The
main security measures per topic are
mentioned below.



Physical security

Physical security is structured in
several tiers, defining distinct areas,
with security increasing as the
information becomes more sensitive.
The innermost tier provides the highest
level of protection, e.g.:
® At the two data centres on the
Mediapark, a theft and fire alarm
system has been fitted. This is
linked to a security organization
and/or the police and fire brigade.
® The data centres have a high-
quality power supply, UPS, an
emergency cooling system and
an emergency power supply to
ensure that access to materials
can continue for some time in the
event of a power failure.
® To prevent physical access by u
nauthorized persons, the data
centres are secured with turnstile
gates, a second factor or
biometrics for authentication.

Strict procedures apply to the issuing
of access passes. External visitors are
registered and collected, as well as
escorted upon departure. The S&V
information security contingency plan
describes scenarios such as fire or
power outages and the procedures
that apply in those cases.

59 Security Policy Plan V2.4 (2025)

Authentication and
authorization

To secure internal access to devices
and applications, two layers of

security are deployed in the relevant
environments: a password and two-
way authentication. User accounts
have limited rights, but temporary
exceptions may be granted under strict
regulations.

Authentication for access to servers
in the infrastructure is based on user
names and passwords. Password
management protects against the
misuse or exposure of passwords.
Specific software is used for storing
passwords. Access to systems that
can bypass security measures,

such as backup software and VPN
connections, is additionally secured.
Users are not granted any rights
beyond those necessary for their
tasks (for example, rights to change or
delete data).

Fixed procedures apply for granting
and revoking rights when employees
join and leave. The rights are regularly
monitored by management.

Access control

For a large part of the collection
publication is restricted due to
copyright considerations. Access to
this material is secured by having a
separate network and portal in place,
accessible only via connections from
IP addresses on the S&V whitelist.

103

ot

ainyonaiseqyul jealuydd] -



The MAM system provides the option
to grant access to specified parts of
the collection as part of a preservation
service to data producers in the
cultural heritage and media domain.
After ingestion, data producers or
‘tenants’ may access and/or download
their own materials, via a dedicated
instance of the media professional-
portal, based on user and password
authentication. Access is not permitted
to anyone else. The internal MAM
system remains accessible solely to
administrators. Tenant access level,
rights and restrictions are specified in
their respective agreements.

Data integrity

A monitoring system performs
regular predefined checks of the
critical business systems, i.e. the
databases, the production server
devices, selected office and support
services and the metadata base of
the collection. Alarms and events that
entail significant risks are automatically
sent via email to duty managers,

who will carry out the appropriate
actions. Any incidents and disruptions
occurring within the IT environments
are recorded. The construction of
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this knowledge database reduces the
chance of future disruptions.

The implementation of all security
solutions is reqularly tested in the
various IT environments (Production,
Acceptance, Development, Museum)
and on the network and the connected
equipment. This is done by an
independent organization. It conducts
audits on the available documentation
(procedures) and the enforcement
(and enforcement policy). Penetration
tests are also performed, based on

a quick scan (i.e. a search for known
vulnerabilities using various automatic
tools). And other penetration tests
detect less common vulnerabilities

or combinations of vulnerabilities.
Security improvements are made on
the outcome of these testst.

Sound & Vision makes a daily backup
of its production systems (web
applications, meta databases and
indexes, search software, operating
systems and virtual machines).

Sound and Vision monitors whether
planned backup procedures have been
correctly implemented.



Data confidentiality

In the processing register, S&V records
per application which personal data
are processed and which retention
periods apply. With regard to the
archive, technical and organizational
measures have been taken to
guarantee the principle of minimal
data processing. S&V handles data
subject access requests or requests
for rectification of certain data in the

archive according to a fixed procedure.

Privacy statements have been drawn
up for the benefit of data subjects
whose personal data the
organization processes.

Employee awareness regarding
incidents is actively maintained and
reqularly updated. The Data Protection
Officer prioritizes incidents and
ensures appropriate follow-up actions
are taken, including additional or
alternative measures to prevent similar
incidents in the future.
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Appendix 1

NISV Formats

Video

MXEF is an open standard maintained
by the AV standards organization
Society of Moving Pictures Engineers
(SMPTE). The format is intended for
professional use and is supported

by a large number of different
transcoders and editing software
packages. Of all ingested materials

in this category, standard viewing
versions are produced in MPEG4.
Standard Definition (SD) Material must
be encoded as MXF OP1a, D10-30

or D10-50, the standard for Digital
Provision of the public broadcasters,
on the basis of the SMPTE guidelines.
High Definition (HD) material must be
encoded as XDCAM HD422/50 Mbps.

ProRes files are supported in a number

of variants and combinations of frame
rates and resolutions. This format is
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lossy, but there is no limitation on the
bitrate and various resolutions are
possible, allowing a relatively high
quality to be achieved.

Web video

Web videos are downloaded from
the web. In some cases the depositor
submits the file him/herself. Currently
most web videos are published as a
H.264 file in a MP4 container. This
format is lossy and is widely used

for Internet videos where the bitrate
must be relatively low. MP4 files are
supported in a limited number of
variants and combinations of frame
rates and resolutions.



Audio

The preservation format for audio

is BWF. This format consists of the
lossless WAV format, supplemented by
additional metadata fields. For born-
digital content that is not available
otherwise, the MP3 format is archived
provided certain specifications are
met. This format is lossy, and therefore
the recommendation is to apply the
highest possible bitrate.

Film

The chosen format for the digitization
of 16 and 35mm film is DPX in three
different resolutions: 4K and 8K
(used for AV-productions with an
outstanding cultural, historical and/or
esthetic value) and 2k for other highly
valued programmes.

For the mezzanine: XDCAM/HD422/
MXF.

Text

For written archives (born digital)
the institute maintains PDF as our
standard. Text files accompanying
programmes are also stored in PDF
format.

Photographs/Paper

Photographs and paper objects are
preserved as TIFF. In the case of
cartoons, illustrations and magazines
belonging to the NISV press collection,
NISV also maintains TIFF as the
standard for both digitized and born
digital materials.

Games

The acquired physical carriers (thus
far: tape, floppy or CD-ROM) are
converted into digital disk images:
ISO 9660 (nb. this file format can also
contain other optical carriers), TAP
(file format of a rough tape copy)

and FLP (floppy) files. The original
carriers are stored as objects for
exhibition purposes.

Websites

Websites are archived in the WARC-
format (Web ARChive file format), the
widely used ISO standard for archiving
websites (ISO 28500:2017) strongly
advocated by the IIPC (International
Internet Preservation Consortium).
The web archive as it was built up
until 2016 also contains ARC-files, the
predecessor of WARC, these will

be converted to the WARC-format

in 2019.
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Appendix 2

Required knowledge and skills of Digital Archive staff

Job profiles at Sound and Vision
include, wherever relevant, the
competences required for digital
archiving. This relates in particular to
the job profiles of media ingestion
managers and coordinators, media
access managers, user experts,
preservation management staff,
information specialists, specialists in
collection policy, legal specialists,
ICT control and management staff,
metadata management and

ICT development.

The following areas of knowledge are
important for staff within the digital
preservation environment. Depending
on their position in that environment
they hold knowledge in a number of
the following categories:
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1. Knowledge of the essence
E.g. transcoding/normalization for
digital services and acquisition;
input format/ output formats,
QC, validation, headers, audio
levels, video levels; knowledge of
digital carriers [hard disks, tapes];
knowledge of technical metadata,
knowledge of transport protocols
for essence and the applicable
fixity agreements; knowledge of
old, analogue formats.

2. Knowledge of metadata
E.g. descriptive metadata
and preservation metadata;
information management and
digital lifecycle management;
APIs/web interfaces, in this case
knowledge of XML and mapping;
knowledge of (Persistent)
Identifiers.



3. Knowledge of the workflows

E.g. knowledge of OAIS-
compliant workflow/processes,
general knowledge of the
components of the hardware
and software environment in
which the workflows take place;
data management /lifecycle
management; knowledge of
preservation metadata.

. Knowledge of copyright
Copyright as it plays a role in

all aspects of the management
and use of the digital collection,
knowledge of drawing up
agreements with depositors
and users.

5. Knowledge of

contract management

E.g. knowledge of digital services
and digital management;
knowledge of the standard
contracts, SLA’s, Submission-
Order Agreements, in this case
agreements with depositors and
users, including the relationship
with the resultant workflows and
preservation levels, knowledge of
cost models; knowledge of

exit agreements.

6. Knowledge of collection policy

E.g. knowledge of valuations,
disposal policy/ selection and
retention policy; knowledge

of the preservation workflow,
preservation levels, preservation
planning.

7. Knowledge of users

E.g. technical/playout
requirements and requirements
of Designated Communities and
methods for monitoring and user
survey in relation to selection/
retention and preservation
planning.

8. General ICT knowledge and ICT

knowledge in the

archival context

E.g. knowledge of AV formats,
hardware, software, networks,

IT standards, OAIS technology
requirements, backup policy,
disaster recovery, security and IT
Risk Management; preservation
planning and preservation levels;
knowledge of storage technology
and security.
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